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Security key 
management

DESFire is known to be one of the world’s securest identification technologies. However, that security also requires 
matching security keys encoded on DESFire readers and transponders. In turn, that means coding, management 
and secure storage of security keys is a vital, integral task when you deploy DESFire.

Idesco has ways we can simplify your responsibility. Idesco Security Key Management can support you all the 
way up to full service. At that level, we encode your readers and transponders for you, securely store your digital 
security keys, while delivering your products directly to your installation site. You save time and resources to focus 
on your core task – keeping your customers happy. It also keeps your ordering readers fast and simple. 

Idesco lets you own your security keys, for you to decide where they are stored, how they are used. 

•	 Highest level of information security, guided by ISO 27001 information security certificate

•	 Security keys remain your property if you wish 

•	 With Idesco, you get the full benefit of open technologies 
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Configuration file based on Idesco specification (new configuration file)

180 000 022 Definition of configuration file, creating, testing, verification and validation of the configuration file, 
saving the configuration file to database, database updates, reviews, version management. 

Configuration file based on customer specification (new configuration file)

180 000 023 Definition of configuration file, creating, testing, verification and validation of the configuration file, 
saving the configuration file to database, database updates, reviews, version management.

Maintenance and services of configuration file 

180 000 021 Maintenance of configuration file during the 36 month agreement period for reader and transponder 
products so that configuration files will operate after possible electronics or software updates.

Back-ups, resourcing, confidentiality and availability. 

Manufacturing configuration file setting cards, and if needed, creating configuration files for 
transponder programming and transferring them to manufacturing.

Update of an existing configuration file (new version replaces the old configuration file) 

180 000 024 Definition of configuration file, creating, testing, verification and validation of the configuration file, 
saving the configuration file to database, database updates, reviews, version management. 

New configuration based on the existing configuration file (new configuration file)

180 000 025 Definition of configuration file, creating, testing, verification and validation of the configuration file, 
saving the configuration file to database, database updates, reviews, version management. 

New configuration file for an existing card population 

180 000 026 Definition of configuration file, creating, testing, verification and validation of the configuration file, 
saving the configuration file to database, database updates, reviews, version management.
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Submitting of configuration file to a third party 

180 000 027 Handling of the configuration file, submitting it according to IT security guidelines and consultancy for 
the third party. 
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